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2.6.5 Enclosed Areas

In peace operations a variety of installations and sites such as the field
headquarters of the various peace forces components, logistics depots, weagpon
storage sites, communication centres, anmunition dumps, and humanitarian aid
organisations depots, need to be guarded. The number of locationsto be secured,
athough varying according to operation, will normally be high. In the peace-
keeping operation in Cambodia for instance, about 200 such locations

Figure 2.5: Use of Unattended Sensorsin and Around Enclosed Areas
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could be identified.?® During the operation in Mozambique the number of
cantonment areasalonewas50. In Angola, United Nationsmilitary observershad
to control 46 assembly areas.*

Experience has shown that often many of the sitesto be secured arelocated in
less accessible areas, while manpower resources are insufficient to guard dl sites
effectively. The use of remotely controlled ground sensors will improve the
security of such sitesand ease the manpower requirements. If troops are supported
by sensors at the entrance, exit and perimeter of a site, guarding will be more
effective, while the deployment of troops could be reduced to alimited number of
posts and rapid reaction patrols. The effectiveness of safe-guarding will be
improved while personnel can be saved for other duties (Figure 2.5).

2.6.6 Safe Havens

Safehavensor protected areas are organised withinterritorieswhere opposing
factions are inextricably mixed and where isolated towns or villages have to be
protected by a peace-keeping force. As practice has shown however (i.e. the
Sargjevo and Srebenicaexperiencesin Bosnia), the establishment and maintenance
of protected areasisfraught with difficulty asthiswill often causefriction between
belligerents and the peace-keeping force thereby endangering theimpartiality and
neutrality of the peace-keeping force. The protection of safe haven areas thus
demands large amounts of manpower. For instance, the protection of the six
Bosnian Mudim enclaves under siege by Serbian forces in Bosnia and
Herzegovina, was estimated to require the deployment of an additional 34,000
troops.”® This scale of deployment was never redized. Even a more modest
deployment of around 7,500 troops was never fully imple-mented. In light of the
various tasks assigned to peace-keeping units covering safe areas, such as
monitoring the cease-fire in the safe areas, monitoring the withdrawal of military
and paramilitary units, occupation of key pointson theground to survey the buffer

2 J. Wang, Managing Armsin Peace Processes: Cambodia, UNIDIR Research Report,
New Y ork and Geneva: United Nations, 1996.

# E. Berman, Managing Arms in Peace Processes: Mozambique, UNIDIR Research
Report, New Y ork and Geneva: United Nations, 1996.

2 M. R. Berdal, Disarmament and Demobilisation after Civil Wars, Adelphi Papers,
No. 303, London: 1SS, August 1996, p. 63.

% Report of the Secretary-General pursuant to Security Council resolution 836 (1993),
S/25939, 14 June 1993.
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zone and to verify the heavy weapon exclusion zone,® ground sensors could be
used to providetimey warning of intrusionsacross perimetersand/or unauthorized
access to weapon storage depots. The use of ground sensors could aso free
manpower for other duties. If terrain configuration does not permit the
establishment of checkpoints and/or observation posts and makes patrolling very
difficult, sensors could be used to fill the gaps (Figure 2.6).

Figure 2.6: Use of Unattended Sensorsin Safe Havens
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% |n Bosnia, agreements stipulated that all heavy weapons of 12.7 mm and more be put
under UNPROFOR control or withdrawn to a minimum distance from the line of confrontation
of 10 km for mortars and 29 km for artillery. Letter dated 2 February 1994 from the permanent
representative of Croatia to the United Nations addressed to the president of the Security
Council, $/1994/216, 25 February 1994.
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Many respondents to the questionnaire, on the basis of the experience in
Bosnia, discarded the concept of asafe haven and subsequently did not seeany use
for sensors around safe havens. Others did not see much benefit in using ground
sensors in such an environment because of the high probable false alarm rates
caused by the presence of largegroupsof civilians. Othersexpressed morepositive
viewsin particular if sensorsare used at the platoon, section, or company levelsto
improve sentry and surveillance duties. A number of respondents stressed the
importance of providing physical security through the visible presence of peace-
keepers, thereby indicating that sensors will not help to reduce manpower
requirements (see Chapter 3). Nevertheess, in the light of the multiple tasks
typically assigned to United Nations peace-keeping forces”” and the usual
shortages in manpower, unattended ground sensors could be used in avariety of
applications, in particular in the zone surrounding the safe areas.

2.7 Useof Sensor Systemsin Mobile Operations (Patrolling)

Patrolling is part and parcel of most peace-keeping activities and an integral
part of interposing/supervision operations as described above. Patrols may be
organised to supplement information provided by static observation posts. They
can provideadditional security when complementing guardsor checkpoints. They
can also carry out operational tasks such as manning temporary checkpoints,
observation posts, and “showing the flag” to reassure and calm troubled areas.

However, practice hasshown that peace-keeping battdionsoften haveto cover
aress far beyond their capabilities. The employment of Dutch peace-keepersin
Cambodia and Bosnia and Herzegovina can be seen asillustrative examples. In
Cambodia the Dutch marine battalion deployed in the north-west of the country
was dispersed over such a large area?® that only some key points could be
permanently occupied and, notwithstanding extensive daily patrolling, critical

2 Under Security Council resol ution 836, UNPROFOR was, among other tasks, mandated
to: (1) monitor and control accessto safe areas; (2) offer aresponseto attacks against safe areas,
against convoys to and from such areas, and against United Nations personnel; (3) monitor the
safe areas for possible breaches of the cease-fire and discourage such breaches; (4) monitor
surrounding areasto detect military actionsand intentions; and (5) monitor and patrol areasfrom
which units might be withdrawn, so as to ensure that they remain demilitarised.

% The battalion was responsible for an area of 5,000 kn? .
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spots could only be revisited at intervals of severa days. In Bosnia and
Herzegovina battalions had to cover areas 10 times greater than what they might
be expected to cover under “norma” tactical situations. Perforce, patrolling is
restricted to roads and certain sensitive areas and installations which cannot be
permanently guarded, while other parts of the area remain unguarded and
unprotected. Experience has shown that under such conditionsit isnot possibleto
keep an area under constant surveillance. Although patrols may “show the flag”
several timesaday at main roads, and in villages and towns, they cannot prevent
dissident groupsfrom conductingillegal activities. With theinstallation of sensors
a sengitive points the situation could be considerably improved.

Although the use of sensorsin mobile operationsmay beless practical thanin
static situations, modern portable sensors can play a useful role if patrols tasked
with the establishment of temporary roadbl ocks or observation posts are equipped
with a couple of sensors to secure the surroundings of their positions.

In genera, patrolling is carried out during daylight hours so as to make the
patrol easily identifiable for the warring factions, and to “show the flag” in order
to deter potential violationsof the peace provisions. Practice, however, hasshown
that under certain circumstancescovert patrols, in particular at night, may beuseful
in gathering information about possible violations of the peace provisions by one
or moreof thebelligerents. The execution of such patrolsor other activities should
be within the limits imposed by the mandate of the peace operation and not
jeopardizetheimpartiality of the peace-keepers. Under such conditionsthough, an
easy-to-ingtd| portable sensor set could alow asmdl patrol to cover arelaively
large area of several kilometresin width and depth, while manning a temporary
observation post.
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2.8 Other Activities
2.8.1 Cordon and Search Operations
A military unit could be tasked to cordon off (part of) abuilt-up areaor arura
area to search and seize wegpon caches. If the cordoned-off area cannot be

overlooked or encircled (asin the case of adensdly forested area), ground sensors
could be ingtalled to monitor its perimeter (Figure 2.7).

Figure 2.7: Use of Unattended Sensorsin Cordon
and Search Operations
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2.8.2 Border Control

International borders often straddle mountains, deserts, marshes, jungles,
seashores etc. Controlling such bordersis an arduous task for a peace force. The
useof unattended ground sensorsin conjunction with manned checkpoints, patrols,
and (air)mobile rapid reaction forces, or even airforce e ements, can contribute to
a more cogt-effective use of available troops. In November 1992 the Security
Council asked for the deployment of an observation force along the borders of
Bosniaand Herzegovina. The Secretary-General of the United Nationsat thetime
indicated that this would require some 10,000 troops, and that it would be
unredistic to expect that full control of the borders could be achieved given the
shortage of peace-keeping troops. Here, the deployment of sensors at main and
secondary crossingssupported by relatively small (air-mobil€) rapid reactionteams
could indeed have compensated for the lack of available personnel resources.

Figure 2.8: Possible Use of Sensorsin Macedonia
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Another example where sensors could have helped with border control isthe
United Nations preventive presence in Macedonia charged with the task of
monitoring and reporting on any development in the mountainous border areas
with Albania, and Serbia and Montenegro. Considering the size and the
mountainous nature of these border areas and the amount of available manpower
(about 800 troops), the use of unattended ground sensors for monitoring the
various passes and defiles surrounding the border regions could have contributed
significantly to the effectiveness of the United Nations force” (Figure 2.8).

2.8.3 No-fly Zones

Themonitoring of no-fly zonesis primarily carried out with the use of aircraft
and is normaly supported by stationing observers on airfields and airstrips. This
monitoring could be further enhanced by stationing ground sensors capable of
observing the take-off and landing of fixed and rotary wing aircraft, though this
can only be realised with the full consent of the partiesinvolved.

2.8.4 Demobilisation

Demobilisation comprises a number of activities including the regroupment
and registration of former combatants, and their cantonment, disarming and
integration in a newly established army or in civil society. In most cases
demobilisation takes place in or close to the combatants previous zone of
operation. A difficult aspect of demobilisation is the creation of a secure
environment by peace-keeping forces conducive to the building of a sufficient
degree of mutual trust and confidence. Disarming belligerentsisthe most difficult
and dangerous stage of the demobilisation process. If peace-keepers are
responsible for disarming local forces then they will be obliged not only to
guarantee the security of the ex-combatants but also of the civilian population in
the area. Such atask is demanding and manpower-intensive. In certain scenarios
ground sensors could be employed on the more distant perimeters of the assembly
and cantonment areasin order to signal violationsof the demilitarised zonearound
the assembly areas (Figure 2.9).

% Discussion with Lt. Col. Ilkka Tiihonen, UNIDIR, Geneva.
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Figure 2.9: Use of Unattended Sensorsin Assembly Areas
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2.9 Operational Requirementsfor Ground Sensors

On the basis of information provided by military sources and the responsesto
the guestionnaire (see Chapter 3), sensors should be expected to meet the
following operationa requirements:

» aremotely controlled sensor system must be capable of round-the-clock
monitoring;

» ground sensor systems must be easy to storein avehicle;

» the system must have an operation time of at |east one month on one set of
batteries;

» high reliability under different geographical and weather conditions;
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high probability of detection;

low rate of false darms;

sensors heed to be tamper-proof and easy to camouflage;

idedly, the system must be capable of detection, classification, and
measurement of direction of movement of personnel, vehicles, and meta
weapons passing on trails and roads;

training for use should be limited to maximum one week;

the system should have a very low field maintenance cycle;

the system should be flexible for easy adapting to various missions;

an area surveillance sensor system should be capable of covering a sector
of about 30 x 30 km?* and

» the sensors should be capable of detecting the movement of personnel,
vehicles, and armoured vehicles at distances of dozens to hundreds of
metres, or even afew kilometres, depending on the type of vehicleand the
actud situation in thefield (see al'so Chapter 4).

2.10 Training

Although their training period can be relatively short, the personnel tasked
with the handling of sensors in the field must be well aware of the technica
limitations and possible problems related to the use of sensors under various
weather and geographical conditions. Proper sensor placement can con-siderably
reduce false darms caused by wind, heavy rain, or other sources of noise. The
location of the sensors, in particular if they are camouflaged, needsto be recorded
on alarge scale map, together with additional sketchesof local terrain. Skill, thus,
is needed to adjust the equipment for different conditions. Thisin turn requires
additional training. Most systems available on the market are easy to handle and
require no more than one week of training. Some additional training may be
necessary inthedeployment areain order to familiarizethe personnel handling the
sensorswith local geographical conditions. However, experience has shown that
soldiers are able to do thisin one to two days*

% The area covered by the sensor system depends on the number of sensors and the
capacity of therelay station. Thelatest state-of -the-art systems can handl e 80-100 sensorson one
monitor supported by a computerised Display and Analysis Unit installed at distances of up to
30 km.

% Based on the Roya Netherlands Army training trials with the HERMES-2000 sensor
system.
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If United Nationsbattalionswithout sensor equi pment and unfamiliar with the
use of sensors are deployed in a peace operation, it could be conceived that
countries possessing sensors consider deploying some of their sensor equipment
including their operatorsin support of those battalions. It could also be conceived
that a specific country possessing unattended ground sensors will be asked to
operate its sensor systems throughout the area.®

2.11 Cogts of a Ground Sensor System

The following cost estimates are derived from one specific ground sensor
system and should be merely seen as an indication of the costs involved if a
battalion or comparable unit were to be equipped with anumber of ground sensor
systems.

Purchasing costs for one ground sensor system consisting of 20 sensors
(infrared and seismic), amonitor, and arelay station supported by acomputerised
data collection and analysis unit (laptop computer) are in the range of US$
175,000. Theoperating costs of one (continuously deployed) system are estimated
at about US$ 18,000 per annum, (due mostly to the use of expensive lithium
batteries required for cold temperatures).

Ground sensor system Pur chase cost
in dollars

20 ground sensors 130,000

1 monitor 18,000

1 relay stetion 8,000

1 display and analysis unit (Iaptop computer) 19,000
Total 175,000
Operating cost (per annum) 18,000

% Thiswasthecasein Bosniawith United Nationscommunications, whereaDutchsignals
battalion was tasked with providing the communication links between the various UNPROFOR
battalions. Dutch radio operatorstherefore, were stationed at the various battalion headquarters.
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2.12 Organisational Set-up

Ground sensor systems will normally be integrated in a battalion’ s structure.
A battaion may be equipped with three sensor systems (1 per company), each
consisting of anumber of ground sensors (10-80),* arelay station, amonitor, and
a computerised real-time field information system. These systems could remain
under the operational control of the battalion’s headquarters. In that case the
battalion commander decides how to deploy the systems in his area of
responsibility. A system can aso be givento aforward-deployed company for use
a the discretion of the company commander. If a forward-deployed system
comprises more than 10 sensors, the system needs to be supported by a
computerised field information system for the real-time collection and analysis of
sensor-transmitted information.

If a sensor system is deployed with long-range patrols or temporary
observation posts, sensorswill probably be used over short distancesandinlimited
numbers so that no relay unit and possibly laptop display and analysis unit are
needed.

The questionnaire asked whether sensors should be procured on a national
basis or provided by the United Nations as part of the organisation’s stockpiling
of peace operations equipment. Forty-one per cent of respondents were in favour
of the latter option, although many comments were made relating to the
bureaucracy and budgetary problems of the United Nations. Thirty per cent
considered it more practical to procure such systems on a nationa basis (see
Chapter 3).

In the future, industridised countries are likely to continue to procure sensor
systems for their armies because of their usefulness in conventional military
warfare. However, as the armies of many developing countries lack modern
equipment, acase could be madethat the United Nations should providethemwith
a number of ground sensor systems. In his Agenda for Peace, Boutros-Boutros
Ghali arguedthat sincenot al Governmentscan providetheir peace-keepingforces
with the necessary equipment needed for service abroad, much of this equipment
should be supplied by the United Nations. Asthe United Nations, however, hasno

% The number of sensors employed depends on the capacity of the monitor unit. Most
systems are capable of receiving information from up to 80-100 sensors.
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standing stock of military equipment, the Secretary-Genera suggested that such
a stock be established. In case United Nations funding for the acquisition of
necessary equi pment could not befound, BoutrosGhali suggested asan dternative
that Member States commit themselvesto keeping certain equi pment specified by
the Secretary-Genera on stand-by for United Nations use when required.>

Various proposas are now circulating for the establishment of a standing,
rapidly deployable United Nations peace-keeping force® Under conditions of
wider peace-keegping such aforce should have“ middlerange’ military capabilities
supported by adequate Command, Control, Communicationsand I ntelligence (C31)
capabilities, including various kinds of sensor systems. Unfortunately, at the
moment, there is not much international political support for such a standing
United Nations force. As a more politically acceptable concept the Secretary-
Generd of the United Nations set up the United Nations Stand-by Arrangements
System (UNSAS) under which interested Member States could earmark rapidly
deployable units for participation in peace operations. At present about 60
countries have promised to participate. Under this concept a number of countries
want to go further by supporting a Danish initiative to establish a multinational
United Nations Stand-by Forces High Readiness Brigade (SHIRBRIG). This
brigade consisting of 3-4 battalions and support units would not be a standing
force, but would berapidly deployableunder Article VI peace-keeping operations.
Under the proposal, participating countries would organise apool of comparable
unitswhichwouldreceivesimilar training. However, when asked by the Secretary-
Generd, the decision to take part in a peace operation would be taken by each
participating country on an individua basis. As SHIRBRIG would have limited
personnel capabilities (up to about 5,000 soldiers), the use of additiona technical
equipment could attenuate its lack of physica resources. Participating nations
possessing ground sensor systemscould equip their SHIRBRIG/UNSA Shattalions
with such systems and could commit themselves to make a number of sensor
systems avail able on loan to those battalions lacking such means, or dternatively,
the United Nations may purchase one or more battalions' sets of ground sensors.

% Al47/277, 17 June 1992.

% B. Urquhart, For a UN Volunteer Military Force, New Y ork Review of Books, 10 June
1993. C. Conetta and C. Knight, Vital Force, a proposal for the Overhaul of the UN Peace
Operations System and for the Creation of a UN Legion, Cambridge, Massachusetts:
Commonwealth Institute, October 1995.
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It isoften argued that nations may be reluctant to share advanced technologies
even with alies, let done with United Nations partners. This argument does not
seemvadidinthecase of sharing ground sensorswhoserather low-tech technology
iswidely available on the commercial market.

If the United Nations were to procure a stock of sensor systems sufficient to
equipthree SHIRBRI G battalions (each consisting of three companies), thiswould
amount to aninitial purchase investment of about US$ 1,600,000 and about US$
180,000 operating costs per annum.* For a specific peace-keeping operation, the
United Nations could aso hire or lease sensor systems from a civilian company.
The civilian market offers a host of companies which offer a range of remote
sensing services and equipment of the latest technology. However, the leasing of
sensor equipment and the use of private companies® should beweighed against the
costs of procurement by the United Nations itsalf.

2.13 Sensors and Personnel Strength

The use of sensor systemsin peace operations by personnel is influenced by
several factors which render the effect of sensor systems on manpower
requirementsin such operations uncertain:

» The introduction of sensor systems which theoretically could allow an
increaseinthe“watch area/soldier” could tempt decision makersto further
reduce force density by assigning a larger area of operations to the same
unit or by allocating fewer people to the same area of operations;

» Sensors per se do not have the same (military, but especialy political)
weight asdo international peace-keepers. The decision to destroy a sensor
system component isareatively easy one. Attacks on aninterposing blue
helmet group on the other hand, have international repercussions and thus

% Operating costsare estimated on the basis of 9 systems operating 365 daysayear. These
costs could be considerably reduced if batteries other than lithium ones (required for cold
climate) are used.

% Thetotal costs of employing a private firm (E-Systems, Inc.) in the Sinai were in the
neighbourhood of US$ 80 million. Initial construction, engineering, and United States
Government costsamounted to US$ 25 million. (SeeMandell.) These costs seemto bevery high,
but in perspective it can be argued that the Sinai operation was also used as atrial ground for
field testing various systems under development.
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normally requireastrong motiveand represent awell thought out decision.
Sensorswithout sufficient back-up by personnel could thusproduceafalse
sense of security;

» Awareof this, United Nations decision makers and commanderswill care
that enough personne are in the region so that they can react quickly
enough to any sensor alarm, i.e. arrive on-site while the intruders are till
in the vicinity. This consideration leads to more or less maintaining the
present density of forces, not the least to prevent provoked alarmsin some
section from exhausting the personnel capacity such that intrusion in
another section can no longer be reacted upon,;

» Opposing factions may doubt the efficacy of sensor systems, and may
therefore test these systems repeatedly, including disrupting or even
destroying them. Failure by the peace-keepers to notice such events or to
react quickly by arriving on the scene, repairing the equipment etc., would
be extremely counter-productive, since it would encourage further
breaches, which could potentially trigger a resumption of hogtilities
between bl ligerents. Rapid and firmreactionstoillegal movementsand/or
tampering with depl oyed sensors on the other hand, would demonsgtrate that
the sensor systems work reliably and are fully integrated in the blue
helmets operation. Thiswould discourage further intrusions and increase
confidence in the capabilities of the peace-keegpers to react smilarly to
breachesby the other faction(s), whichwoul d build confidencein the peace
agreement and increase its stability. Given such an environment, it may
then become possible to reduce or withdraw the peace-keeping force
ealier.

Becausethe abovefactorsinteract with each other in an unpredi ctable manner,
the net outcome of introducing sensor systems on the requirements for personnel
in peace operations is unclear. It seems advisable, however, that at least at the
beginning of each operation the number of forces not be reduced, and that the
additional capabilities provided by sensors are utilized to perform assigned tasks
in amore comprehensive way, to have the potential of covering the entire area of
operations assigned, and to react rapidly to any suspicious event that might occur.

While unattended ground sensor systems promiseto significantly increasethe
reach and efficiency of peace-keeping forces, one should not over-rely on them.
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Common sense, random checks by personnel, and additional information sources
should be constantly used, asit is presently the case.

2.14 Intelligence, Information and Communications

In apeace operation, continuous early warning at the tactical level isof para-
mount importance. Timely detection of athreat of an outbreak of violence buys
time for preventive diplomatic and military measures. In combination with other
means of surveillance, sensor systems could play a useful role. However, the
parties to the conflict may be suspicious of attempts by a peace force to gather
information ontheir military and para-military forces, irrespective of how essential
the information is to the operational effectiveness of the peace operation. This
concern by the parties requires that the methods and procedures for gathering,
assessing, and distributing information be significantly different from those
developed for conventional warfare operations.®

Parties to a conflict are likely to be suspicious of al intelligence-related
activities, whichmay very well beregarded ashogtileacts. However, thecollection
of pertinent informationisessential to the successof apeace operation. Inthefield,
information is gathered by means of patrols and military observers, reports from
observation posts and checkpoints, inspections conducted by peace force
personnel, reportsfrom belligerents on the status of their own forces, and informal
reports provided by local nationals. The use (especially covert) of ground sensors
asan additiona meansof gatheringinformationisvery likely to represent aspecia
concern for thewarring factions. The provisions under which information will be
collected by peace-keepers as well as the use of equipment with an intelligence
capacity such as unattended ground sensors should therefore be explicitly
mentioned in the mandate of the operation and al so be explained or negotiated by
the field commanders with the parties in the peace process.

Depending on the behaviour of the belligerents, the covert use of unattended
sensors by local peace-keeping commanders in case of aleged violations of
Security Council resolutions, should not be excluded. Although United Nations
commanders should promote transparency by sharing information with all parties

¥ NATO Doctrine for Peace Support Operations (draft), Brussels: NATO Office of
Information, 28 February 1994.
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concerned, the dissemination of information by radio and other means should be
handled with utmost caution. Situationswhereby one or more belligerent factions
canligeninor haveaccessto the exchange of information between United Nations
units regarding the behaviour of other factions, should be avoided as this may
undermine the impartidity of the peace-keeping force. In principle therefore, all
communications, including those rel ated to unattended ground sensors, need to be
secured. This statement is supported by 64% of the respondents to the
guestionnaire. In Chapter 3, intheanalyst’scomments section, itisargued that the
communication between sensors and data centres should be in line with the
Standing Operations Proceduresand the United Nations' principlesof impartiaity
and neutrality and therefore, in principle, be secure.

2.15 Conclusion

In peace-keeping operationsthe areasto be monitored are usually so extensive
that field commandersin most cases are poorly informed about events occurring
in their areas of responsibility. Practice teaches that Security Council mandates
ordering the creation of secure environments for the civilian population, for
humanitarian relief, for disarming belligerents and civilians, arein most cases not
fully implementable. Field commanders have to deploy their forces either thinly
spread out over the entire area of responsibility, or organise a system of mobile
patrolling from a limited number of static bases, leaving parts of their area of
responsi bility either unattended or sporadically patrolled.

Most peace operations are characterised by insufficient information/
intelligence capabilities. Peace force commanders need to be able to detect the
movement of belligerent forces and anticipate the plans and tactics of those who
intend to violate agreements and threaten the execution of the mission mandate.
Thisrequiresgood intelligence and informati on-gathering capabi-litiesin order to
anticipateand preparefor countermeasures. Despitetheimportance of thiselement
inmany aspectsof thesuccessful implementati on of apeaceoperation, information
gathering in the field has been neglected at best, or shunned, a worst.®
Information gathering from unattended ground sensors as part of the field
commander’ s larger information-gathering systems will be an important element

% V. Gamba and J. Potgieter, Managing Arms in Peace Processes: The Issues, UNIDIR
Research Report, New Y ork and Geneva: United Nations, 1996, pp. 205-221.
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inthe commander’ scapabilitiesto counter efforts by the opposing factionsto con-
ceal unauthorised activities.

Severa new technol ogiesoffer possibilitiesto enhancethe capability of United
Nations forces to conduct peace-keeping operations. The Department of Peace-
keeping Operations (DPKO) has begun the development of a communication
system that will link peace operations in the field closdy to United Nations
headquarters through a system of vehicles outfitted with sophisticated satellite
communications. Rapid advancementsin powerful (civilian) microprocessors, fibre
optics, and new, relatively cheap, surveillancetechnology will soon permit datato
be transmitted simultaneously on multi-level C°| systems. In such atechnological
environment the United Nations' access to data will not stop at the tactical level
of peace-keeping but will be integrated in a comprehensive United Nations
information system: getting the right information to theright personnel inatimely
fashionisasimportant in peace operationsasit isin war.*’ In such an environment
unattended ground sensors could be part of the most forward elements of the
information system. Mogt of the described ground sensor technologies can be
commercialy bought off-the-shelf, are easy to ingdl, and can be operated after
some additional training by non-specialist personnel.

Invarioustypes of interposing and supervision operations, unattended ground
sensors may not save personnel but rather enhance the effectiveness of the
operation. Peace-keegperscan beempl oyed more cost- and task-effectively with the
help of sensors deployed in areas which are less accessible or which need to be
kept under continuous observation. Ground sensors combined with human
monitoring can be used in areas where bdligerents, weapons and vehicles are
forbidden to cross specified boundariesor to enter demilitarised zones. Sensorscan
signd illegal movement of weapons and equipment out of secure storage, and also
be employed during long range patrolling of extended areas. In principle, sensors
should not be used in isolation but should be deployed as part of an integrated
informati on gathering and monitoring system comprising human and technol ogical
elements. Such asystem needsto be supported by ground-based and/or air-mobile
rapid reaction unitsin order to investigate on site, possible violations reported by

“ P, B. McFate, F.R. Cleminson, S. N. Graybea and G. R. Lindsey, Verification in a
Global Context: The Establishment of a United Nations Centre for Information, Training and
Analysis (CITA), Arms Control Verification Study, No.7, The Non-Proliferation, Arms Control
and Disarmament Division, Ottawa (Canada): Department of Foreign Affairs and International
Trade, February 1996.
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thesensors. Technology isso advanced that industry isalready contempl ating new
small cheap sensors delivered by air and artillery similar to those used in today’ s
smart mines systems. It is possible to envision an air-deployed belt of remotely
monitored sensorswith self-locating capabilities sensing their targets.* Although
these techniqueswill not befirst used in peace-keeping operations, they signa an
important trend. In the future, sensor technology will be increasingly relevant to
theresolution of crises. Anindication of the useful nessof these systemsinmilitary
operationsisthat anincreasing number of countriesareequipping their armieswith
such means. One cannot hold that such systems are of less relevance for peace-
keeping operations. The Dutch Army for instance, isin the process of equipping
itsbhattalionswith anumber of sensor systemsbothfor classical military and peace-

keeping operations.

The cost of sensor systems should not be addressed in isolation but be
compared with thetota cost of apeace-keegping operation. Fielding amechanized
infantry battalionin apeace-keeping operation costsapproximately US$ 55 million
per year. Fidding asquadron of F-16sin apeace-keeping mode costsaround US$
20 million per year. The costs related to the operation and even the acquisition of
ground sensorsin peace-keeping operationsthus, make up avery small part of the
overall operation cost taking into account their contribution to the enhancement of
the effectiveness of monitoring and data collection. Moreover, cost in generd
should not be a disqudifying argument, dl the more as one can proceed
incrementa ly. Systems can be expanded over time. If the United Nationsisgoing
to spend alot of money on improving its communication system only to report on
less effective implementation in the field, one may argue that more balanced
spending directed towards the improvement of al the elements of monitoring and
information gathering would be a more cost-effective investment.

4 Introduction by J. A. Jascewsky of Martin Marietta Communications Systems during
2nd Symposium on Military Applications of Unattended Ground Sensors, Sandia National
Laboratory, Albuquerque NM, 7-9 December 1994.






